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Reference Implementation Guide

Introduction

This document provides the information application devat®peed to install, configure, and use the CSM
Reference Implementation (RI). The Rl demonstrates homtégrate CSM with an application to
implement security requirements.

About CSM

CSM is an NCICB module chartered to provide a compreherssilution to common security objectives.

It is flexible enough so that development teams can useatlifor part of their security needs. CSM
provides solutions for Authentication and Authorizatiamg also provides a web-based User Provisioning
Tool. To download CSM and to learn more about thevswét go tchttp://ncicb.nci.nih.gov/core/CSM

How to Use this Guide

Begin by installing the RI application and configuring imvironment. Read this document and explore
the RI application to understand the use cases and saegpiyements. Then analyze the code snippets
provided to understand how your application mightgraée with CSM. Download and install CSM and
begin integration. See @SV Guide for Application Developers for more information regarding
installing and using CSM.

Executive Summary

The CSM team provides a Reference Implementation applicationTABE€ Employee Records System.
By installing this application and the CSM applicatioryelepers can come to understand how to integrate
with CSM.

To install the R, first download and install MySQL, theva 2 Platform, and the JBoss application server.
Download the CSM_RI.zip file. Create a database, confitner®ataSource, and deploy the application
WAR file. See theCSM Guide for Application Developers for instructions regarding installing and using
CSM.

The RI Employee Records System holds vital employee infmatcluding name, address, salary, social
security, business unit, and management status. ABC 3agsriposed of three business units — HR,
Business Development, and Information Technology, ead¢hitsibwn manager. Employees have certain
access rights based on their individual needs and privildgasexample, only HR managers can create
employees. Only the Business Development and IT manageassign projects. Employees can view
their own records only. Security examples like these igjighthe use cases and security requirements for
the RI application.

The RI provides easy navigation and a flexible workflawtypical workflow would include a HR
Manager first creating the record, an IT manager assigningjecgrand an employee verifying his record
information. This guide provides detailed instructionsufsing the application.

The RI utilizes the CSM database schema to protect actions anfiladatunauthorized access. This guide
explains the data model implementation that enables fineegtaiuthorization. It details how privileges,
roles, etc. are associated with elements within the RI, awdlese relationships enable security through
CSM.

This guide also presents code snippets from the RI that Shbew security is implemented 2) how the RI
is integrated with CSM. It details method and class naamesmethod functions. For example the
checkPermission method of the Authorization Manager in thelSeaployeeAction class verifies
whether the user can have access to a particular employee record.

Throughout creating the Rl and CSM services, the CSi teas compiled a list of best practices and
things to avoid that are listed in Sections 9 and 10.ekample, suggestions include using DataSource for
connection pooling and things to avoid include repeatedi@ntiating methods.
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The RI Application

The CSM team developed a simple web application that can béousieolw how CSM integrates with an
application. This Reference Implementation (RI), an Emg#dyecords System for ABC Toys
Incorporated, implements security on an individual baB&ch employee can gain access only to the
information to which he is permitted. Installing thisdRd reviewing the code and code explanations in
this guide will help developers understand the specific€8&M integration.

D Errpdnen Records Manapement Sytim - MErooft Interned Exploger provided By Lompag

fe [dr few Fpores [ods  Heo >
Qu-Q WNEAG P e @ -5 B-LJG AG3 2
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Empiloyres necords hold all the wial indormation 3 company nesds 1o manage sach amplayes W important that this LRGN 1D

wnksirrusann b up b3 dali ared cormpliie. This sywlem provides peesonaired Boousd 1o ecords 5 thal you gt the nghl et PAES D

of sccans bamed on your nesde. The wystem s designed for Human Rescarces. Managemaent, and Employess Legin |
& i : ;

Manago o smployes records. Modity nu.. propects and t lc-:ll..'_'l'\-“l. whow and modity your contect
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CreNE mew [eofiles. Tor Thes chesger 0 arnusl review, wath vour seleny diske
replscornants. night ard on the weeikends to confmn that it dosan’t increase

] Do S Local intanart

Figure 3.1The ABC Toys application shows how CSM can integrate with an application

Installing the Application

This section describes the processes for installing andydeglthe RI application. The steps are
summarized as follows:

Downloading the RI

Downloading and installing the MySQL Database

Downloading and installing the Java 2 Platform

Downloading and installing the JBoss Application Server

Deploying the RI Application. This includes creating a datalssdiguring the DataSource, and
deploying the application WAR file.

arwONE

See theCSM Guide for Application Developers for instructions regarding installing and using CSM.

System Requirements

The instructions assume you will be deploying and exectitiegReference Implementation application on
a Windows platform. The instructions given in thisument are also applicable, to a great extent, to a
UNIX/Linux platform.

The core software requirements:

 MySQL Database (version 4.x recommended)
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Installation
e J2SE14.2
Installation

» JBoss Application Server (version 4.0 recommended)
Installation

Downloading the Reference Implementation

1. Download and save tfeSM_RI_rel_3.0.zidile containing the Reference Implementation
application files.

2. Extract the zip file into a folder of your own choosiegch as ¢:\CSM_RI. The path to this folder
will be referred to as: “[REFIMPL_HOME]"

Instructions for deploying the Reference Implementation areiged in Section Meploying the
Reference Implementation Application

Installing the MySQL Database
1. Download and save MySQL databaetp://www.mysql.com/downloads/mysqgl-4.0.html

2. (Optional) Download and save MySQL Control Center zipfélewindows from
http://www.mysgl.com/downloads/mysqglcc.html

3. (Optional) Install MySQL and the Control Center by fallng the instruction from
http://www.mysqgl.com/doc/en/index.html

4, Below are the steps and the SQL script that will createrthpeep database and associated tables:
Installing the Java 2 Platform, Standard Edition

1. Go tohttp://java.sun.com

2 Click on the J2SE (Core/Desktop)

3. On the next page, click on the “J2SE 1.4.2" link.

4

On the download page, click on th#&aVa 2 Platform, Standard Edition version T'4irik for
Windows.

5. On the next page, click on SDK “Download” to the rightted “32-bit/64-bit for
Windows/Linux/Solaris SPARC 32-bit for Solaris x8@&ld.

6. Go to the bottom of the next page and click on the “ACCHE®diib button.

7. Download and save the .exe file. This file will take ddaiger to download due to its size.

8. Create gava directory on your C:\ drive (i.e., c:\java). You can alsoase a location where you
normally install your Java 2 Platform software.

9. Find and execute the file that was downloaded. InstalkjRgd the directory you have
created/selected in step 9. The path to your installation aiyeistreferred to as:
“[JAVA_HOME]".

10. Create an Environment variable for Java filéontr ol Panel> System—>Advanced with “Variable
Name” of JAVA_HOME and “Variable Value” of “c:\java\j2sdk1.405" (i.e., the path to the
folder where you installed J2SE 1.4.2).

Installing JBoss Application Server

1. Go to JBoss.org amtbwnloadversion 4.0 of the application server.
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2. Install JBoss according to the instructions. For damntation see thisite

Deploying the Reference Implementation Application

The Reference Implementation application is being providétlets Archive (WAR) files. The release of
the Reference Implementation consists of the following corapts:

security_ri.war

mysql-ds.xml

Databaseload.sql

ApplicationSecurityConfig.xml

csm_ri.hibernate.cfg.xml

csmupt.hibernate.cfg.xml

oukrwbdpE

Installation of the reference implementation is straighwéod and involves deploying the following steps

46.1
1.
2.

4.6.2

Create the Database
Log into MySQL database using an account id which has pgmmito create new databases.

Run this DatabaselLoad.sqgl on the mySQL prompt. Thisldluweate a database and load it with the initial
sample data.

Note that for the purpose of simplicity of installatiorttbthe Rl and the Authorization Schema have been
co-hosted in the same database named csm_ri

Configure the Data Source

Modify the mysql-ds.xml file which contains informatidor creating a datasource. One entry is required
for each database connection. Edit this file to replace:

a. The <<database_user_id>> with the user id and <<databasepassrord>> with the password
of the user account, which will be used to access the Refdraptementation Schema created in
Step 1 above.

b. The <<database_url>> with the URL needed to access the Refemgrieenkntation residing on
the MySQL database server.

Copy this file in the deploy folder of the JBoss.
Here is an excerpt from theysql - ds. xmi file:

<?xm version="1.0" encodi ng="UTF- 8" ?>

<dat asour ces>

</ dat asour ces>

<l ocal -t x- dat asour ce>
<j ndi - name>csm ri </ j ndi - nanme>
<connecti on-url ><<dat abase_ur| >></ connecti on-url >
<driver-class>org.gjt.mmnysql.Driver</driver-class>
<user - name><<dat abase_user _i d>></ user - nanme>
<passwor d><<dat abase_user _passwor d>></ passwor d>

</l ocal -t x- dat asour ce>

4.6.3

&

Create Directory

Create a directory on the server where all the configuraties ffiértaining to the Rl as well as UPT will be
kept. This directory can have any name and can reside anywh#re server. However, it should be
accessible to the JBoss id running the tool.
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Copy the Configuration Files

Copy the ApplicationSecurityConfig.xml file to the direst@reated in section 4.6.3. Make sure that the
JBoss id has access to it.

Edit the ApplicationSecurityConfig.xml file to replace thecenfig_directory_base>> with the fully
qualified path of the directory created in section 4.6.3.

Copy the csm_ri.hibernate.cfg.xml file to the directory creatdtie section 4.6.3. Make sure that the
JBoss id has access to it

Copy the csmupt.hibernate.cfg.xml file to the directory ekat the section 4.6.3. Make sure that the
JBoss id has access to it

Make an Addition to the JBoss Startup Properties File

Edit the JBoss properties-service.xml to provide a stgraunpmeter to the JBoss server. This file is located
at the following path: {jposs-home}/server/ default/deplogfjerties-service.xml where {jboss-home} is
the base directory where JBoss is installed on the sergdrth& following entry to the existing properties:

<attribute name="Properties"> <!-- could already exist -->
gov.ni h.nci.security.configFile=/fool/bar/ApplicationSecurityConfig.xm
</attribute> <!-- could already exist -->

a. The gov.nih.nci.security.configFile is the name of trepprty which points to the fully qualified
path foo/bar/ApplicationSecurityConfig.xml where the ApationSecurityConfig.xml has been
created in Section 4.6.4. The name of the property muselgothnih.nci.security.configFile and
cannot be modified, as it is a system-wide property.

Save this file in a deploy folder (for example, {jboss-h¥server/default/deploy/).

Configure Login Modules for Authentication

CSM uses JAAS Login Modules for the purpose of autbation. In JBoss this is achieved by using the
login- confi g. xnl file which is located af ] boss-
home}\ server\defaul t\conf\l ogi n-config.xm.

We will be using RDBMS based authentication for botlTW@B well as RI. The sample entries for these
are given below. The following configurations need tapédated before entries can be made in the login-
config.xml file of JBoss:

a. Replace the <<database user_id>> with the user id and <<databaxseassword>> with the
password of the user account, which will be used to acce$¥etterence Implementation as well
as the UPT Schema created in Step 1 above.

b. Replace the <<database_url>> with the URL needed to accessftreriRe Implementation as
well as UPT residing on the MySQL database server.
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<application-policy name = "csnupt">
<aut henti cati on>
<l ogi n-nodul e code = "gov.ni h.nci.security.authentication.| ogi nnodul es. RDBMSLogi nivbdul e"
flag = "required" >

<nmodul e- option nane="driver">org.gjt.nm nysql.Driver </ nodul e-opti on>
<nmodul e- opti on nane="url "><<dat abase_ur| >></ npdul e- opti on>
<nmodul e- opti on nane="user"><<dat abase_user _i d>></ npdul e- opti on>
<nmodul e- opti on nane="passwd" ><<dat abase_user _passwor d>></ nodul e- opti on>
<nmodul e- opti on nane="query">SELECT * FROM USER WHERE LOd N_NAME=? and
PASSWORD=?</ nodul e- opti on>
</l ogi n- modul e>
</ aut henti cati on>
</ appli cation-policy>

<application-policy name = "csmri">
<aut henti cati on>
<l ogi n-nodul e code = "gov.ni h.nci.security.authentication.|ogi nnodul es. RDBMSLogi nivbdul e"
flag = "required" >

<nmodul e- option nane="driver">org.gjt.nnm nysql.Driver </ nodul e-opti on>
<nmodul e- opti on nane="url "><<dat abase_ur| >></ npdul e- opti on>
<nmodul e- opti on nane="user"><<dat abase_user _i d>></ npdul e- opti on>
<nmodul e- opti on nane="passwd" ><<dat abase_user _passwor d>></ nodul e- opti on>
<nmodul e- opti on nane="query">SELECT * FROM EMPLOYEE WHERE LOG N_NAME=? and
PASSWORD=?</ nodul e- opti on>
</l ogi n- modul e>
</ aut henti cati on>
</ appli cation-policy>

Deploy the Application War File

Copy the RI security_ri.war in the deployment directwiryBoss which can be found at {jboss-
home}/server/default/deploy/ where {jboss-home} is the basiry where JBoss is installed on the
server.

Deploy the UPT War File

Obtained the upt.war from the CSM’s download site ang tlo@ upt.war file in the deployment directory
of JBoss which can be found at {jposs-home}/server/detlptoy/ where {jboss-home} is the base
directory where JBoss is installed on the server.

For detailed installation guide and how to use UPT refér@a@SM Guide For Application Developers.

3. Following are the login credentials for UPT

Functionality User Id Password Application Context Name
Super Admin uptadmin uptadmin csmupt
RI Admin riadmin riadmin csm ri

4.6.9 Verify Installation
1. Verify that the UPT is installed correctly by accessing thuhe following URL.
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a. http://localhost:8080/upt

2. Verify that the UPT is installed correctly by accessing thuhe following URL.

b. http://localhost:8080/security ri

5. Business Scenario (Introduction to the Application)

: Refer ence | mplementation Guide
Y NCICB Common Security Module

Date: April 15, 2005

The Employee Records System allows employees to access and emoplibyee records that include
demographic and personal information. The applicatioitdiatcess based on the user’s relationship to
the record — employing permission checks on the elemegitrdpute level. Because the application
requires fine-grain security it effectively exhibits the calitéds of the Common Security Module.

Functional Requirements

Record

1. Create
2. View
3. Modify
4, Search
Project

1. Create

2. Associate project with employee
3. Remove project/employee association

Employee Record

The employee record consists of the following:
1. User name
2. Password
3. Last name
4. First name
5. Middle initial
6. Street address
7. City
8. State code
9. Zp
10. Phone number
11. Email address
12. Social Security Number
13. Salary
14. Business Unit
15. Management indicator (yes or no)
16. Assigned Projects
17. Available Projects
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Description of Use Cases

Figure 5.1 displays a use case model for the ABC Toys Refetmplementation. ABC Toys is divided
into three primary business units: Information Technplétuman Resources, and Business Development.
Employees, whether they are managers or regular employeamlgatcess the information they need
and can only perform the operations their function necessitetmsexample, only an HR manager can
create an employee record. Only the Business Unit managéfsdoBusiness Development can create
and assign projects to the employees that report to himrorTihe below use cases are grouped by
function:
Regular Employee

1. Search records

2. View own record including SSN & Salary

3. Modify own demographic information

HR Manager

An HR Manager possesses the same rights as a regular employ@an also:
1. Create a new record
2. View the records of all employees
3. View and modify a user’s login name and password
4. Modify a user’s Social Security Number and salary

Technical / Business Development Unit Managers

The ABC Toys has managers for Information Technology arsinBas Development. Along with the
same rights as a regular employee, these managers can atsm ilbef following team management
functions:

1. Create a new project with a description

2. View employee records that are assigned to the managers

3. Assign projects to employees

4. Remove projects from employees (unassign)

Security Requirements

Within any company and ABC Toys in particular, demogrepbérsonal, and compensation related
information needs to be secure. Imagine the consequerarestifiployee could view or even change
salaries. This could potentially cause chaos and have botadiate and long-term consequences
including lost pay, bitterness, turnover, etc. lderitigft is also a concern with the Social Security
information the Employee Records System holds. Keeping ttwwxerns in mind, ABC has identified the
following major security requirements:

Regular Employee

A regular employeean NOT:
1. Modify their SSN and Salary

2. Modify their project assignments

3. View or modify other employee records (see Figure 5.2)
4. Create an Employee

5. Create a Project

In the below example, employee John Smith logged in andrpegtl a wildcard search for employee
records. In accordance with ABC Toys security requireméetsan only select and view his own record.
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Smith . John

Figure 5.2A Regular Employee can retrieve only his own record

HR Manager

HR Managers can view and update the information in everydesmept project assignments.
HR Managergan NOT:

1. Create a project (see Figure 5.3)
2. Modify project assignments

In the below example, the HR Manager clicks onGheate a Project menu option. The system returns
the following message indicating the HR Manager does na $asurity rights to perform this operation.

TN USUSY T
he following error(s) occurred:

« Security Alert! Authorization denied for user: hr_manager to execute the Action:
gov.nih.nci_security.r struts. actions ViewCreateProjectAction

Figure 5.3A HR Manager can not create a project

Technical / Business Development Unit Managers

Managergan NOT:
1. Create arecord

2. View or modify records of those employees not on his team
3. Modify team record information other than project assignmeis below Figures)

In the following three step illustration, (Figures 4,4414.2, 4.4.3), the Business Development Unit
Manager can not edit employee John Smith’s secure informapesifically address, SSN, or Salary:
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& User Hame: |j5|‘|‘|ith

Assigned Projects

EMPLOYEE RECORD EMPLOYEE PROJECTS

Available Projects

Password: |jsmiﬂ'1

* Last name: |Sr‘|’|i1h

|
|
|
First name: |J0hﬂ |

Middle Initial:

g street address: || 1231 Rocy Run Drive |
* city: || Annapolis |
® State Code:

* Zip: |12321

* Phone number: || 345-897-8976

|
|
Email address: |jsmiﬂ1@abcmys.com |
|

Social Security Humber: |123456234

* Salary: || 145,000 |

* indicate=s a required fieid

my new project
test project

my new project # |
testprojectl

my projecthere =
a

a

the

the

the

newp
TestProject  *|

Figure 5.4.IThe Business Devel opment Manager opens the record of John Smith
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EMPLOYEE RECORD EMPLOYEE PROJECTS
£ Uzer Name: |j5mi1|-| | Assigned Projects Available Projects
* Password: |jsmith | my new project testproject] &
my project here a
* leehimer s |Smi1h | testproject_ . 31 =
My New projec - e
® First name: |Jahn | $E =
e
Rem
IMiddle Initial: newp
TestProject
2 Street address: |Different | testproject
| | testproject2 ¥
&2 City: || Different
® State Code:
* Zip: |Differer1t
&2 Phone number: |345—89?—89?ﬁ

Email address: |jsmim@abcmys.com

Social Security Number: |Differer‘|t

® Salary: |{} |

* indicates a required field

Figure 5.4.2The Business Devel opment Manager attempts to edit the address, SSN, salary, and project
assignments of John Smith
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Demaographic Information Add or Remove Project Assignments

= User Hame: Assigned Projects Available Projects
= Password: | jsmith mi ;?:;epcrtodztr:; ;estproject‘l -
® Last name: || Smith test project 3

my new project :Ee
e
e

TestProject

Street address: || 1231 Rocy Run Drive testproject
testproject?2 %

First name: | John

Middle Initial: |E

& City:||Annapolis

* State Code: ||MD

& Zip:| (12321

B3 Phone number: || 345-897-8976

Email address: | |jsmithi@abctoys.com
Social Security Number: || 123456234
Salary

*

Salary: | [145.000

* indicates a required field

Figure 5.4.3 Afterhe Business Development Manager selects Update, only the project assignments
change. The other protected information remains unchanged..

6. Using the RI application

6.1 Workflow

As demonstrated in the use cases, the Employee Records $gstém used by different types of
employees for different purposes. Therefore the workiovery flexible depending on the person
accessing the system.

The most common use of the Employee Records System isamhemployee is first added to the system.
The workflow involves the creation and modification ofesmployee record. The below workflow details
this process that involves the HR manager, a new employebjsaménager:

New Employee Workflow
1. The HR Manager logs in and creates a record for the newTARBE€ employee
Enters login name and password
Enters demographic information
Enters SSN and salary
Designates which business unit to which the employee belongs
2. The employee’s business unit manager logs in
Create a new project (if necessary)
Searches for and selects new employee record
Assign project(s) to the employee
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3. The employee logs in
Searches for and selects his employee record
Views demographic information to confirm it is correct
Modifies information if required (and permissible)
Views assigned projects in order to get started

Once these three steps are completed, steps 2 and 3 can egmdabed in any particular order. Parts a-c
of step 1 can also be repeated at any given time.

Sections 9.2 through 9.6 below explain how to perfornh éaaction of the Employee Records System RI.

6.2 Login

The Login page includes the banner and logos, summarnateximost importantly the Login section
itself: Login 1D, andPassword. Simply enter the appropriate login ID and password,s&tect thé ogin
button.

LOGINM I hr_manager

PASSWORD |hr_managel]
Login

Figure 6.1 ogin as HR Manager

When using the RI to explore how the CSM works, we ssglpgging in multiple times as different users.
The different users possess a variety of access rights. aSreviously created the following users to
help demonstrate the differences:

Login Password

hr_manager hr_manager

technical_managertechnical_manager

business_manager business_manager

employee 1 employee 1
Table 6.1Previously created Logins and Passwords

6.3 Create Employee
An HR Manager can create a new employee record. Here are thie step

1. Login as an HR Manager (hr_manager, hr_manager).
2. From the Home page, selé€tteate Employee from the left menu.
3. Enter data into the Employee Record form.
a. User Name — uniquely identifies the employee, required field.
b. Password — used for Authentication, required field.
c. Last name, First name, and Middleinitial — attributes that help identify the
employee.
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d. Street address, City, State code, and Zip — attributes that identify where an
employee lives.

e. Phone Number — provides contact information, typically the home phormalver
for the employee. The phone number field accepts the folipfermats:
0123456789, 012-345-6789, (012)3456789, (012)34886(012)-345-6789

f.  Email address— provides the email contact details for the Employee. Aailem
must contain a @.

g. Social Security Number — a number issued by the US Government for uniquely
identifying individuals.

h. Salary — the base monetary compensation the employee receives on an asisial b

i. BusinessUnit — each employee of ABC Toys belongs to one of three busindss
including I nformation Technology, Business Development, andHuman
Resources. The HR Manager will select a radio button corresponditiy the
employee’s unit.

j- Management indicator (yesor no) — the HR Manager will select a radio button
corresponding with the employee’s management statlsSHf a managenNO if
not. Managers have certain rights as described in sec#pDecription of Use
Cases.

4. SelectSubmit to save the data. SelectiRgset will clear all of the fields. No data is saved until the
Submit button is selected.

5. Upon a successful save, the system displagsted a new Employee Successfully in green text just
below the header. In addition the Employee Projects taipleass.

Search Employee

All employees can search for an employee. Depending on thedag@mployee, a different set of results
can return. Regular employees will find only their owrordcwhere Business Unit Managers can search
for all records within their unit, and HR Managers can sefanchll employees. Here are the steps:

1. From the Home page, sel&garch Employees from the left menu.

2. To search for a record enter the employee’s last name dnaiseharacter to perform wildcard
searches (see Figure 6.2). For example, searching for emptsretmployee 1, employee 2, or any
other employee beginning with emp. A search of *1 retamghing ending with 1, such as the
fictional last name employee_1. Sel8eérch to receive resultsReset clears the data.

Search Records (enter last name) : emp®
(append a "' for wildcard search) P

[ Submit ] [ Reset ]

Figure 6.2Enter search criteria

3. The system returns a list of matching employees.
4. Select the employee by clicking on the employee name.
5. The system then displays this record’s details.

Create Project

Managers of the IT or Business Development businessmaitsreate and assign projects. Follow these
simple steps to create a project:

1. From the Home page, seléteate Project from the left menu.
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2. Enter data into the Employee Record form.
a. Project Name —identifies the project, required field.
b. Project Description — an overview of the project.
3. SelectSubmit to save the data. SelectiRgset will clear all of the fields. No data is saved until the
Submit button is selected.
4. Upon a successful save, the system displays Created a njeat Buaccessfully in green text just
below the header.

6.6 Assign Projects

1. To assign a project, first login as the manager of the Business Development business unit.

2. From the Home page, search for and select the appropriateyempecord. See Section %darch
Employee above.

3. Inthe Employee Projects table (see Figure 5.3 below), prs@nments can be established or
removed by simply selecting projects and moving them froenfiefd to another. The field on the
right lists the Available Projects (unassigned) while taklfon the left lists the projects assigned to
the employee — testproject and a. Simply highlight an AlslglProject and sele&dd to move it to
the Assigned Projects field. Sel&@move to move a project back to the Available Projects .

There are multiple ways to highlight the projects witthia field:

1. Select one by clicking on the project name.
2. Select multiple users by holding down control while selgctind/or deselecting.
3. Select multiple by holding down the shift button whileestihg the first and then last of a collection.

Add or Remove Project Assignments

Asszigned Projects Available Projects
testproject TestProject  »
a tesiproject?

—a—

testec]

testec?
Remove .
new project

Figure 6.3Add or remove project assignments using this interface

6.7 Update Record

1. From the Home page, search for and select the appropriateyempecord. See Section %darch
Employee above.

2. Update the record by simply overwriting the current texhe field(s).

3. SelectUpdateto save the data. SelectiRgset will clear all of the fields. No data is saved until the
Update button is selected.
Upon a successful save, the system displipgated Employee Successfully in green text just below

4.
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7. Data Model Implementation for Fine Grained Authorization

The RI utilizes the common security database schema to protectsaatid data from unauthorized access.
This section explains the data model implementation thatemfibke grained authorization in the RI. Two
database schemas used in this implementation have been edrttbareate the csm_ri data model. The
first schema is the RI specific schema that contains data sgedifie business logic of the RI (e.qg.,
Employee and Project tables). The second schema is the CSdfizattbn schema that is used to store
the authorization data.

7.1 User Groups

User provisioning is performed at runtime in the RI iempéntation. Once an employee is created via the
RI, a User object is created an inserted into the User table user is then assigned to the appropriate user
Group. The user is associated with either the HR ManBgsmess/Technical Manager or Employee
group.

By using user groups, the group association with agodatti protection group and role only needs to occur
one time; on the other hand, if user's must be assodiitectly then an association must be made for
every single user for each protection group and role foclwdicess is to be restricted or granted. As a
result, the use of user groups is highly recommendegkidormance and maintainability of the
authorization schema. See Figure 7.1 below.

IHIHHIHH

(WETE )
Table
1
Groups
Table
NI IME. TEL hmn.ﬁhl']t
GROLIF RO GROUP CGROUP
Figure 7.1User group diagram
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The RI implementation utilizes several Roles and PrivileGé®re are three main roles based on the use
cases of the RI: Employee, Employee Manager, and HR Manageh. réde is assigned the privileges to
enable the appropriate access for that type of user. Thed&eldeen assigned to the respective user
groups mentioned in the previous section.

EMPLOY EF EMPLOYEE MANAGER Hit MANAGER
ROLE ROLE ROLE
Privilages
Table
UPDATE_DENIED READ UPDATE EXECUTE
PRIVILEGE PRIVILEGE PRIVILEGE PRIVILEGE

Figure 7.2Roles and Pr
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The use of Protection Groups is critical to the structurg@mbation of the data model implementation.
The RI utilized the projection groups to store collectionelated protection elements. See table 7.1
below for a detailed description of protection groupsadtdliin the RI.

Protection Group Name

Description

SECURED_MANAGER_ACTIONS

Collection of protection elements that actions th
a Manager Role may perform. Elements conta
class names of Struts actions. See the
SecureAction in the java doc.

SECURED_HR_ACTIONS

Collection of protection elements that actions th

a HR Role may perform. Elements contain class

names of Struts actions. See the SecureActior]
the java doc.

HR_DIVISION

Collection of protection elements that represent

employee records that belong to the hr division
This allows the hr manager to view all employe
records.

TECHNICAL_DIVISION

Collection of protection elements thapresent
employee records that belong to the technical
division. This allows the technical manager to
view their employee records.

BUSINESS_DIVISION

Collection of protection elements tharespnt
employee records that belong to the business
division. This allows the business manager to
view their employee records.

D

EMPLOYEE_PROTECTED_ATTRIBUTES

Collection of protectielements that represent
attributes of an employee (e.g., SSN, Salary) th

may not be updated and/or viewed.

Table 7.1Protection Groups
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7.4 HR Manager

The HR Manager user group, associated protection groupslasdare illustrated in figure 7.4 below.
The HR Manager may EXECUTE secured HR Actions and may vieswadloyee records contained in the
HR Division protection group.

= N
SECURED HR_ACTIONS HE_DIVISION
ProlectionGroup ProlectionGroup

N v

HR_MANAGER
ROLE

Figure 7.3The HR Manager user group, associated protection groups and roles
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The Business Manager user group, associated protection gnuodipsles are illustrated in figure 7.5
below. The Business Manager may EXECUTE secured Managenéetia may view all employee
records contained in the Business Division protection gidigBusiness Manager role contains the
UPDATE_DENIED privilege and is associated with the emplgre¢ected elements protection group
which prevents the SSN and Salary elements from beingagdat

~
/

SECLURED MAMAGER ACTIONS

ProtectlonGroup

-_—

BUSINESS MANAGER

GROUP

T

ol
il
i
il

.‘——llll

T
T
T
.

N

~

IUSINESS DIVISION

ProtactionGroup

ProjaciionGroup

EMPLOYEE PROTECTED ATTRIBUTES

i

EMPLOYEE MANAGER

ROLE

Figure 7.4The Business Manager user group, associated protection groups and roles

& Ekagra

High Impact - High Value - Business Results

Prepared for NCICB by Ekagra, 2005

Page 25 of 36




Refer ence | mplementation Guide Version: 1.0
NCICB Common Security Module Date: April 15, 2005

7.6 Technical Manager

The Technical Manager user group, associated protection gnodipslas are illustrated in figure 7.6
below. The Technical Manager may EXECUTE secured Manager Aaimhmay view all employee
records contained in the Technical Division protection groilge Technical Manager role contains the
UPDATE_DENIED privilege and is associated with the emplgre¢ected elements protection group
which prevents the SSN and Salary elements from beingagdat

TECHNMICAL MAMALEDR

GROLUE

T
.
.
.

TN

SECURED MANAGER_ACTIC .w., TECHNICAL_DIVISION EMPLOYEE_PROTECTED_ATTRIBUTES

ProtactionGroup FrotectionGroup ProtecbonGroup

EMPLOYEE MANAGER ‘

ROLE

Figure 7.5The Technical Manager user group, associated protection groups and roles
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The Employee user group, associated protection groups asdaral illustrated in figure 7.7 below. The
employee may not EXECUTE secured Manager Actions or view ethployee records. The Employee
role contains the UPDATE_DENIED privilege and is associaiitiil the employee protected elements
protection group which prevents the SSN and Salary elsnfiem being updated.

FrotectionGroup

EMPLOYEE_PROTECTED_ATTRIBUTES

EMPLOYEE

ROLI

Figure 7.6The Employee user group, associated protection groups and roles
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Implementation of business scenarios using CSM
This section explains how CSM was used to implement B& Aoys use cases and security requirements.

Login Functionality

In order to check the credentials provided by the W&enses the Authentication Manager Service exposed
by the CSM APIs. It uses RDBMS to store the user cregleniihe following is the configuration for the
required to configure the RBMS based credential provigeRf in the login-config.xml file of JBoss. For
details about each of the parameters refer t€gM Application Developers Guide.

<application-policy name = "csm_ri">
<authentication>

option>

</authentication>
</application-policy>

<login-module code = "gov.nih.nci.secuatythentication.loginmodules.RDBMSLoginModule" flagrequired" >
<module-option name="driver">org.gjt.nmysql.Driver</module-option>
<module-option name="url">jdbc:mysqlbiodev104.nci.nih.gov:3306/csm_ri</module-option>
<module-option name="user">ncisecuritggdule-option>
<module-option name="passwd">ncisegsfinodule-option>
<module-option name="query">SELECT *G&® EMPLOYEE WHERE LOGIN_NAME=? and PASSWORD=?</mézlu

</login-module>

In the LoginAction class the handle to Authentication Ma&nag) obtained in the
getAuthenticationManager method and stored as a static kearfdte Rl Application Context Name is
passed to obtain the Authentication Manager and the relatdijuration specific to RI.

protected AuthenticationManager getAuthenticationitger()

if (authMgr == null) {

return authMgr;

throws CSException {

synchronized (LoginAction.class) {
if (authMgr == null) {
authMgr = SecurityServiceProvider
.getAuthenticationManage&{& RI_CONTEXT_NAME);

In order to login, RI calls the login method of the Bentication Manager passing the user credentials. This
method returns a Boolean true if the user credentials aceindicating successful login. In case of login
failure it throws an exception indicating the problem whiohld be related to the configuration not being
correct or simply invalid credentials.
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boolean loginSuccess = false;

try {

loginSuccess = getAuthenticationManager().l6gin

} catch (CSException ex) {
loginSuccess = false;
log.debug("The user was denied access to theapplication.", ex);

}

loginForm.getLoginID(), loginForm.get&3avord());

8.2

Obtaining the Authorization Manager

In order to perform check access permissions for a useryoof #ime element, you first need to obtain the
Authorization Manager. In RI the handle to authorization manisgobtained in the SecureAction Class
however the method is implemented in the parent BaseActios afaisstored as a static attribute. All the
actions which require using the Authorization Manager shextiend SecureAction class

Following is the implementation to obtain the AuthorizatManager in the BaseAction class.

protected AuthorizationManager getAuthorizationMgerd) throws CSException {

if (authMgr == null) {

}

return authMgr;

synchronized (BaseAction.class) {
if (authMgr == null) {
authMgr = SecurityServiceProvider
.getAuthorizationManager(CSM_CONTEXT_NAME);
}
}

8.3

Business Use Case: Creating an Employee

As per the business use case only the employees belongimgH&thlanager Group have access to create
the employees. In RI the fully qualified class name is useah abject id which acts as the representative
of the corresponding action. Using the user name of tlgeetbin user, the class name and the
“EXECUTE?” privilege a call is made to the check permission metifdbe Authorization Manager. This
method returns a Boolean true if the user is authorideid.functionality is always called when the execute
method of all the classes extending the SecureAction is callelrésult, a check is always performed to
check if the user has the “EXECUTE”" privilege on that actionatr

Following is the isAuthorized method in the SecureActionsclas
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private boolean isAuthorized(HttpServletRequestiest) throws Exception {

Employee user = getUser(request);
String objectld = SecurityUtils.getObjectldFecBireMethodAccess(this
.getClass());

log.debug("The User name is: " + user.getUserd(3);
log.debug("The Object ID is: " + objectld);

boolean isAuthorized = false;
try {
isAuthorized = getAuthorizationManager(ckPermission(
user.getUserName(), objectld, EXHEY

} catch (CSException ex) {
log.fatal("The Security Service encountetred
+ "a fatal exception.", ex);
throw new Exception(
"The Security Service encounteréatal exception.", ex);

return isAuthorized;

8.4

This method is invoked from the executeWorkflow whichisoked from the execute method of the

BaseAction. So for all the Action classes which extend ther8action class this method is automatically
executed thereby controlling access to that class’s actually dagion

This mechanism is also used for the following BusinessChses
1. A Manager can only create Projects
2. An Employee cannot create other employees

Business Use Case: Updating Salary and SSN

As per the business use case only the employees belongimgH&thlanager Group have access to
update the salary of an employee. In RI this function&igchieved by using achieved by using the
secureUpdate method of the Authorization Manager in the BidgiloyeeAction class. This method
takes the original and the mutated object as parameters. ltsratnew object containing the updated
values for fields on which the user has access to updateir®pthis functionality if any other manager or
employee tries to update the salary or social security numbvél lbe reset to the original value.

Following is the implementation for the secureUpdate methaoldel UpdateEmployeeAction class.
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public ActionForward executeWorkflow(ActionMappimgapping,
ActionForm form, HttpServietRequest request
HttpServletResponse response) throws Ebarept
/l TODO Auto-generated method stub

/IThe modified employee object
Employee mutatedObject = (Employee) form;

/[The original employee object
Employee originalObject = EmployeeDAO
.searchEmployeeByPrimaryKey(mutatedGtjetEmployeeld());

log.debug("The original salary is: " + origi@ddject.getSalary());
log.debug("The original ssn is: " + original®bj.getSsn());

String[] associatedlds = mutatedObject.getAsdedIds();
String[] availablelds = mutatedObject.getAvhllds();

IIsecure the object by setting attributes tibwhere
/lthe UPDATE_DENIED access is specified
Employee securedObject = (Employee) getAutlationManager()
.secureUpdate(getUser(request).getUsady), originalObject,
mutatedObject);

securedObject = EmployeeDAO.updateEmployee(sd@biject);

log.debug("The salary after secure update is: "
+ securedObject.getSalary());
log.debug("The ssn after secure update issécuredObject.getSsn());

ActionMessages messages = new ActionMessages();

/lensure that the user is authorized

/Ito update employee projects

if (isAuthorized(request)) {
securedObject.setAssociatedlds(associatgdld
securedObject.setAvailablelds(availablelds)
securedObject = EmployeeDAO.updateEmploseebts(securedObject);

messages.add(ActionMessages.GLOBAL_MESSAfeH, ActionMessage(
Constants.MESSAGE_ID, "Updated Eogpke Successfully"));
}else {
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/lwarn the user they don't have privileg@pdate employee
/I projects
messages

saveMessages(request, messages);

List | = new LinkedList();
l.add(securedObject);

request.getSession().setAttribute(EMPLOYEE_LIBT
request.getSession().setAttribute(EMPLOYEE_ID,

return mapping.findForward(ACTION_SUCCESS);

.add(
ActionMessages.GLOBAL_MESSA,
new ActionMessage(
"access.modify.eaygle_project.denied",
new String[] {
getUser(reqt).getUserName(),

ecBIrityUtils
.getObjectldForEmployeeProjecAccess() }));

securedObject.getEmployeeld().toSt)ng(

8.5

This mechanism is also used for the following BusinessChses
1. An Employee can update their personal information except S&lacjal Security Number and
Project.

Business Use Case: Assigning a Project

As per the business use case only the employees belongimgMatiager Group have access to assign a
project to an employee. In RI this functionality is achiebgdising achieved by using the checkPermission
method of the Authorization Manager in the UpdateEmployeeAdtass. This method verifies whether
the user has access to assign a project to the employee. Mtbetualmethod is made from the
executeWorkflow method as shown above in section 7.4

The checkPermission is implemented in the isAuthorized rdeabshown below
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private boolean isAuthorized(HttpServletRequestiest) throws Exception {
String user = getUser(request).getUserName();

boolean isAuthorized = false;
try {

} catch (CSException ex) {

}

return isAuthorized;

isAuthorized = getAuthorizationManager()
.checkPermission(user,
SecurityUtils.getObjectldEmployeeProjecAccess(),
EXECUTE);

log.fatal("The Security Service encountered
+ "a fatal exception.", ex);
throw new Exception(
"The Security Service encounteréatal exception.", ex);

8.6

Business Use Case: Search Results
As per the business use case, the search results shouldreyuttme records to which the user has access.

* An employee has access to only his own record.
e The Manager has access to records of the employees which tetheg unit.
 The HR Manager has access to all the employee records.

In RI this functionality is achieved by using the checkPesimismethod of the Authorization Manager in
the SearchEmployeeAction class. This method verifies whetbersétr has access to the employee record.
Once the search result is obtained from the database basedcdtetieentered by the user, a check is
performed to verify if the user has access on each of the recoad. @he checkPermission checks if the
user is the owner of the record or not (As in case of griagiee owing their own record) or if the user has
access to the record via a protection group (As in the casamddér and HR Manager having access to
other employee records). If the user has access either wag Huaean true is returned allowing the user
to access that particular record.

The call to checkPermission method is made from the doAm#tmn method as shown below
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private List doAuthorization(HttpServletRequestuest, List employees)

throws Exception {
Iterator i = employees.iterator();
String user = getUser(request).getUserName();
List filterList = new LinkedList();
try {
while (i.hasNext()) {
Employee empl = (Employee) i.next();
log.debug("Checking permission for eoygle "
+ empl.getLastName());
if (getAuthorizationManager().checkPé&sion(user,
SecurityUtils.getEmployeeObijd@mpl), READ)) {
/ladd only employees from the \i$tere
/laccess is granted for READ pesinis
/lor they must be the owner
/IPeformance will also be better
/Isince creating a new list is éast
/lthan deleteing from an existirgg. |
filterList.add(empl);

} catch (CSException ex) {
log.fatal("The Security Service encountetred
+ "a fatal exception.", ex);
throw new Exception(
"The Security Service encounteréatal exception.", ex);

return filterList;

8.7

Business Use Case: Setting Access Level

As per the business use case, whenever a new employee is@atldedyistem, the access level should be
set. The employee should be made the owner of the recordtdeetbhe can access it. Also the employee
should be added to their respective business group'sgbiat group, so that the managers from that group
can have access to their record. Additionally, the employee shewdded to the HR division so that they
are visible to the HR Manager. This is achieved by usamgpus methods of the Authorization Manager.
Whenever a new Employee is created, a corresponding protelgioent is created, representing the user
in the Authorization Database. For this use case, a hanttle tdser Provisioning Manager was also
obtained to create a new user and to assign the usergmtie The employee is also assigned to the
protection group which corresponds to its businesssaniihat the managers belonging to the unit can have
access to the employee’s record. The employee entry also shaddédxtto the HR division so that it is
visible to HR Manager.
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This implementation is found in the doAuthorization metbbthe CreateEmployeeAction class as shown

below:

private void doAuthorization(HttpServlietRequestuest, Employee empl)
throws Exception {

try {

/[Create a protection element that reprsstie employee record
ProtectionElement pe = new ProtectionElaf)en
pe.setObjectld(SecurityUtils.getEmployeegatp (empl));
pe.setProtectionElementName("EMPLOYEE_REOCOR

+ empl.getEmployeeld());
pe

/lcreate the employee protection elemeptabected the
/lemployee's data
getAuthorizationManager().createProtectientent(pe);

/[Create the User for Authorization
User user = createUser(empl);

//Assign the User to the appropriate Uset@r
getUserProvisioningManager().assignUserbo@(user.getLoginName(),
SecurityUtils.getEmployeeGroup(e)jipl

/lassign the employee as owner of record
getAuthorizationManager().setOwnerForPrivedlement(
user.getLoginName(), pe.getObjdgthaull);

/lassign the employee to his business unit
getAuthorizationManager().assignProtectientent(
empl.getBusinessUnit(), pe.getOthEY);

//If they are not part of HR division thadd
/lemployee record so that HR managers &am v
//all employee data
if ({HR_DIVISION.equals(empl.getBusinessu))) {
/lassign access to the employee foiltiksion
getAuthorizationManager().assignProteElement(HR_DIVISION,
pe.getObjectld());
}
} catch (CSException ex) {
log
fatal(
"The Security Service enugued a fatal exception.”,
ex);
throw new Exception(
"The Security Service encounteréaltal exception.”, ex);

.setProtectionElementDescriptiom@Tgov.nih.nci.security.ri.valueObject. Employee &i]);
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Best Practices

For an application in a container, you must use DataSoor@®fnection pooling. If the application
is using the local JVM, use your preferred connectiaslipg. If you do not use DataSource, known
bugs may result.

Use the Tomcat or JBoss containers, as these have bottebtehwith CSM.
Instantiate AuthManager once per application (use a simgie&thod).

Assign negative privileges where possible. Examples inclpdate_denied and read_denied. Using
negative privileges for a few protected attributes is moieifit than assigning privileges to most.

Use common privileges such as create, read, update, and deltttire releases CSM will move
toward standardization.

For the Object ID, provide the fully qualified class namecheck permission.
If using a small data set for the authorization data, cacheathe d

Use declarative authorization in order to minimize programrsatarity and minimize security
maintenance. The RI provides an example — in this implememialtjects choose whether or not to
extend SecureObject or other classes.

When using CSM, assign users to a Group and themassigoles and PGs to a group rather than a
user. Advantages include:

a. improved performance and maintainability

b. retained relationships even if the user no longer exists

c. ability to scale to high volumes of users

Things to avoid

1.

Do not instantiate the CSM API Authorization Manager beoimethods repeatedly. Also avoid
calling CheckPermission in a loop.

Avoid using security for data aggregation. Althougls teidone in the RI to show the breadth of
CSM, to conserve system resources use your own appfidatigerform data aggregation.

Do not use connection pooling such as c3po or DBCRerrate a DataSource that is configurable.
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